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BoArD’s role 

in cyber security

PART A



What is Cyber Security?

It's core function is to protect the devices we all use and the services

we access - both online and at work - from theft or damage.

Cybersecurity is protecting devices, services and networks, and the

data they contain from theft or damage.

It's also about protecting the vast amounts of data we access from

cyber attacks or compromise, which could disrupt businesses and

cause financial loss or reputational damage.



BoArD’s role

Today, cyber attacks are among the most critical business risks facing

corporations. A cyber attack may damage the profit, customer relations,

and the reputation of a company. Accordingly, it is crucial to focus on

cyber and information security in the board room.

Board members needs to understand the Cyber threats, not just to

manage business risks but also to turn cyber security into a competitive

advantage and enabler for the product development and growth.

It is the responsibility of the Board of Directors (the “Board”) to oversee

the company’s risks effectively so that , among others to protect and

generate revenue in the Company they are responsible for.

It is necessary for the Board to incorporate cyber strategies in the Board

discussions so as to take steps against cyber threats which the

organization may face.

To do

 Cyber security needs to be built
into the culture of the
organization.

 To tackle cyber risk, the Board &
management, need to address
the cybersecurity implications of
their business decisions and
activities.

 Ensure that cyber-awareness is
spread throughout the
organization.

 Analyse cyber risk factors for the
activities outsourced

 Prioritize the most important cyber
risks and aligning capital
allocation needs against those
risks

 Maintaining balance between
cyber risks and the Company’s risk
appetite.



Common Cyber Attacks

Cyber attack is an attempt to disrupt or gain

unauthorized access to data, systems, digital networks

or digital services.

A successful attack may damage the entire business

and take substantial time to restore.

The specific risk exposure of a company depends on

its industry, most valuable assets and vulnerabilities,

and must be assessed on a case-by-case basis.

The Cyber attacks may aim at stealing data, spying or

stealing money. Some cyber attacks take place

specifically to shut your business.

Cyber 
Attacks

Spear 
phishing

Business e-
mail 

compromise

Software 
compromise

Account 
Compromise

Ransomware
Social 

Engineering

CEO fraud

Malware

Man-in-the-
middle

Trend Micro’s mid-year report shows that the government sector faced 18,862 malware attacks, while the banking sector faced
15,514 malware attacks. Source: https://www.thehindubusinessline.com/info-tech/india-emerges-top-5-victim-of-cyber-attacks-in-h1-cy23/article67412924.ece



Common Cyber Attacks

Spear phishing
•The fraudulent practice of sending emails ostensibly from a known or trusted

sender in order to induce targeted individuals to reveal confidential information.

Business e-mail 
compromise

•It is a form of phishing attack where a criminal attempts to trick a senior
executive (or budget holder) into transferring funds, or revealing sensitive
information.

Software compromise
•Adversaries may manipulate application software prior to receipt by a final

consumer for the purpose of data or system compromise.

Account Compromise
•An account is compromised when a threat actor gains access to a user's

credentials or finds another way to act on their behalf.

Ransomware
•Ransomware is a malware designed to deny a user or organization access to

files on their computer. They encrypt these files and demand a ransom payment
for the decryption key.

Social Engineering
•Social engineering is the psychological manipulation of people into performing 

actions or divulging confidential information.

CEO fraud
•CEO Fraud is a type of spear phishing email attack in which the attacker

impersonates your CEO.

Malware
•Malware is any software intentionally designed to cause disruption to a

computer, server, client, or computer network, leak private information, or
which unknowingly interferes with the user's computer security and privacy.

Man-in-the-middle
•It is a cyberattack where the attacker secretly relays and possibly alters the

communications between two parties who believe that they are directly
communicating with each other.

Trend Micro’s mid-year report shows that the government sector faced 18,862 malware attacks, while the banking sector faced
15,514 malware attacks. Source: https://www.thehindubusinessline.com/info-tech/india-emerges-top-5-victim-of-cyber-attacks-in-h1-cy23/article67412924.ece



Cyber STRATEGY

Identify

Shelter

Detect 

Counter

Recouping

Regular Risk 
Assessment

1. Identification of threats, vulnerabilities at the initial stage
helps in prioritising the areas which are susceptible to
cyber threats.

2. Sheltering the Company by taking appropriate measures
against the threats and vulnerabilities identified.

3. Detection of cyber security incident that have taken
place in the Company

4. Countering the cyber incident by taking appropriate
measures.

5. Recouping from the cyber security incident faced.

6. Regular Risk Assessment to keep a watch for new threats
and cyber incidents.



Cyber Resilience

Cyber resilience refers to an entity's ability to

continuously deliver the intended outcome, despite

cyber attacks.

Resilience to cyber attacks is essential to IT systems,

critical infrastructure, business processes, organizations,

societies, and nation-states.

Adverse cyber events are those that negatively impact

the availability, integrity, or confidentiality of networked

IT systems and associated information and services.

These events may be intentional (e.g. cyber attack) or

unintentional (e.g. failed software update) and caused

by humans, nature, or a combination thereof.

Cyber Resilience Cyber Security

Designed to

prevent systems

and networks from

being derailed in

the event that

security is

compromised

Designed to

protect systems,

networks and

data from cyber

crimes

Cyber Resilience 

v/s 

Cyber Security



reducing the risk of 

cyber attacks

Source: https://www.embroker.com/blog/cyber-attack-statistics/

Reduce Data
Transfers

Do not keep
sensitive data
on Public
Devices

Download
carefully

Check source
before
downloading

Password
Security

Use symbols
as passwords
and update
them
regularly

Regularly
update your
Software

Latest
updates
provide
protection
against the
prevailing
cyber attacks

Observe data
leaks

Quickly
detect and
respond to
data leaks to
minimize
damages

Develop a
Breach
Response
Plan

Make
strategies
and policies
to protect
and respond
to data
breaches



PART B

OVERVIEW OF BUSINESS



RBI NORMS

Particulars Compliance requirement
DCL’s position 

(As on 30th September, 2023 on 
unaudited basis)

DCL’s position 
(as on 30th June, 2023 on 

unaudited basis)

Capital
Requirement
(i) Existing NBFC

Current Net Owned Funds (NOF) at Rs. 5 Crore (Rs. 2 Crore in NE
Region)
By March 31, 2025:₹7 Crore (₹5 Crore in NE Region)
By March 31, 2027:₹10 crore

The DCL’s level of NOF is Rs.
250.95 Crore as on September 30, 
2023

The DCL’s level of NOF is Rs.
246.45 Crore as on June 30, 2023

Microfinance
Loans (ML)

NBFC-MFIs are required to maintain not less than 75 per cent of its
Total assets as microfinance loans (ML).

79.51% 78.37%

CRAR Ratio

NBFC-MFIs shall maintain a capital adequacy ratio consisting of
Tier I and Tier II Capital which shall not be less than 15 per cent of
its aggregate risk weighted assets. The total of Tier II Capital at any
point of time, shall not exceed 100 per cent of Tier I Capital.

Tier I-28.29%
Tier II- 3.18%
Total-25.11%

Tier I-26.47%
Tier II- 3.23%
Total-29.70%

Middle layer asset size Asset size of Rs. 1000 crore and above 1181.26 Crore 1118.04 Crore

Provisioning norms

1. 1% of the outstanding loan portfolio
or

2. 50% of the aggregate loan installments, which are overdue for
more than 90 days and less than 180 days and 100% of the
aggregate loan installments which are overdue for 180 days or
more

Complied
Complied

Pricing of credit

As per RBI Master Circular, NBFC MFI should place a board
approved policy for pricing of micro loans. DCL has adopted policy
for pricing.
These are the Pricing Components:
A. The Average Cost of Funds(Finance Cost) of company
B. B. Operational Expense (Op-ex)
C. Loan Loss Reserve (LLR)
D. Margin (MAR)
E. Demographic Risk Premium (DRP)-Will be applicable only where
operations are in high risk areas or difficult to operate areas or
unbanked small areas (remote areas), where the cost of operations
may be relatively high. The capping on this premium shall be
maximum 2%

A. Cost of Fund: 13.87%
B. Operating Expense: 6.86%
C. Loan Loss Reserves: 3.00%
D. Margin: 2.77%
E. Risk Premium: 0.00%
Total of these Arrived 26.50% and
company’s ROI is as follows:
Micro Finance Loans (JLG): 26.00% -
26.55%
Individual Micro Loan (IML): 25.00%
- 30%

A. Cost of Fund: 13.87%
B. Operating Expense: 6.86%
C. Loan Loss Reserves: 3.00%
D. Margin: 2.77%
E. Risk Premium: 0.00%
Total of these Arrived 26.50% and
company’s ROI is as follows:
Micro Finance Loans (JLG): 26.00% -
26.55%
Individual Micro Loan (IML): 25.00% -
30%



Financial and Operational Covenants

Particulars Units
Till Quarter 2
(FY 2023-24)

Quarter 1 
(FY 2023-24)

FY 2022-23

States No's 9 9 9

Branches No's 224 199 199

Employees No's 2512 2292 1906

Total No. of Borrowers No's 400535 387290 393347

New Borrowers No's 71189 20936 32105

Collection Efficiency In % 96.92 97.46 98.3

Loan Portfolio - OWN Rs. in Crore 939.70 876.66 923.09

Loan Portfolio – OFF Rs. in Crore 124.78 167.48 219.51

AUM Rs. in Crore 1064.48 1044.14 1142.60

Disbursement Rs. in Crore 336.73 100.5 778.47

Revenue Rs. in Crore 126.86 60.96 256.82

PAT Rs. in Crore 14.52 10.18 39.55

Tier I+II Capital Rs. in Crore 279.90 273.76 249.38

GNPA In % 3.38 3.39 2.95

NNPA In % 1.20 1.22 0.99



OUR PRESENCE

S. No. Name of State or Union Territory

1. Rajasthan

2. Punjab

3. Haryana

4. Madhya Pradesh

5. Uttar Pradesh

6. Uttrakhand

7. Bihar

8. Himachal Pradesh

9. Jammu




